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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

Claims 1-7, 8-14, 15-21, 22-23, and 25-32 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Hawthorne (5,798,381). 

In reference to claims 1, 8, and 75, Hawthorne discloses a system and method that 
enables encrypted communication between two station wherein the apparatus when acting as a 
sender creates a mutual primitive from stored items of data to generate a random session key and 
encrypt the random session key in accordance with the mutual primitive for transmission of the 
encrypted session key to the recipient station (abstract). The method comprises creating, at the 
transmitting set, a bitstream, said bitstream including a synchronization vector derived from a 
session key (column 5 lines 45-49), wherein the definition of synchronization vector is as 
discloses on the applicants specification page 15 paragraph 0052; generating, at the transmitting 
set, an encryption signal based upon said session key and encrypting said bitstream with said 
encryption signal (column 5 lines 50-55); transmitting said encrypted bitstream from the 
transmitting set to the receiving set (column 5 lines 52-55); and generating, at the receiving set, 
said encryption signal based upon said session key and decrypting said encrypted bitstream 
(column 5 line 67) using said encryption signal to identify said synchronization vector (column 5 
lines 55-67), whereby said synchronization vector is used to synchronize the encryption and 
decryption of data (column 1 line 67). 

In reference to claims 2, 9, and 16 Hawthorne teaches a system wherein said 
synchronization vector comprises said session key (column 6 lines 1-7). 
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In reference to claims 3, 10 and 1 7, Hawthorne teaches a system wherein said step of 
decrypting includes applying a feedback cipher to said encrypted bit stream to obtain a decrypted 
output, and comparing said decrypted output with said session key (column 5 lines 20-24 in 
combination with column 6 lines 50-55). 

In reference to claims 4, 11, and 18, Hawthorne teaches a system wherein said bitstream 
includes random bits followed by said synchronization vector, followed by voice data (the 
random session key of Fig. 7 in combination with column 4 lines 55-67 in combination with 
lines 31-33). 

In reference to claims 5, 12, and 19 Hawthorne teaches a system including a first step of 
calculating said session key from a common seed value (Fig. 7 part 73 and 75). 

In reference to claims 6, 13, and 20, Hawthorne teaches a system wherein said step of 
calculating said session key includes applying a first function to said common seed value to 
generate said session key (part 71 and 74 Fig. 7). 

In reference to claims 7, 14, and 21 Hawthorne teaches a system further including a step 
of applying a second function to said session key to produce a new seed value for use in 
subsequent communications (column 4 lines 31-33). 

In reference to claims 22 and 28, Hawthorne discloses a system and method that enables 
encrypted communication between two station wherein the apparatus when acting as a sender 
creates a mutual primitive from stored items of data to generate a random session key and 
encrypt the random session key in accordance with the mutual primitive for transmission of the 
encrypted session key to the recipient station (abstract). The method includes the steps of 
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providing the transmitting set and the receiving set with a seed value and a predetermined first 
function (part 71 and 74 Fig. 7); at each of the transmitting set and the receiving set, applying the 
predetermined first function to the seed value to produce a session key (part 71 and 74 Fig. 7); at 
the transmitting set, generating an encryption signal based upon said session key and encoding 
the streamed voice data (main message) with said encryption signal to produce an encrypted bit 
stream (column 5 lines 50-55); transmitting said encrypted bitstream from the transmitting set to 
the receiving set (column 5 lines 52-55); and at the receiving set, generating said encryption 
signal based upon said session key and decoding said encrypted bitstream using said encryption 
signal to obtain the streamed voice data (column 5 lines 55-67). 

In reference to claims 23 and 29 Hawthorne teaches a system wherein said step of 
providing includes distributing said seed value to the transmitting set and the receiving set by a 
call server via the network (column 4 lines 55-60). 

In reference to claims 25 and 30 Hawthorne teaches a system further including a step of 
applying a second function to said session key to produce a new seed value (Fig 7). 

In reference to claims 26 and 31 Hawthorne teaches a system wherein said step of 
encoding the voice data includes the steps of generating a bit stream, wherein said bit stream 
includes a synchronization vector and the voice data, said synchronization vector comprising 
said session key, and encrypting said bit stream with said encryption signal to produce an 
encrypted bit stream (column 5 lines 20-24 in combination with column 6 lines 50-55). 

In reference to claims 27 and 32 Hawthorne teaches a system wherein said step of 
decoding said encrypted bit stream includes the steps of decrypting said encrypted bit stream to 
produce a decrypted bit stream and comparing said decrypted bit stream with said session key to 
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identify said synchronization vector (Fig. 7 part 73 and 75). 



Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 24 and 33-34 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hawthorne in view of the book by Menezes (Handbook of Applied Cryptography). 

In reference to claim 24, Hawthorne may disclose a cipher however, Hawthorne does not 
teach including a step of receiving an index from a call server, and wherein said step of applying 
the predetermined first function includes repeating application based upon said index. 

Menezes discloses including a step of receiving an index from a call server (trusted 
courirer), and wherein said step of applying the predetermined first function includes repeating 
application based upon said index (page 21). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the one time pad in the system of Menezes in the system of Hawthorne. 
One of ordinary skill in the art would have been motivated to do this because the one time pad is 
proven unbreakable. 

In reference to claim 35, Hawthorne does not teach a system wherein the encrypter 
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includes an XOR operator. 

Menezes discloses a system wherein the encrypter includes an XOR operator (page 21). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the XOR operator as taught by Menezes in the cipher function of 
Hawthorne. One of ordinary skill in the art would have been motivated to do this because the 
XOR operator is a simple operation and therefore fast. 

In reference to claim 34 Hawthorne does not each a system wherein the decrypter 
includes an SOR operator. 

Menezes discloses a system wherein the decrypter includes an XOR operator (page 21). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the XOR operator as taught by Menezes in the cipher function of 
Hawthorne. One of ordinary skill in the art would have been motivated to do this because the 
XOR operator is a simple operation and therefore fast. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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